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in Chitical,

‘J’lIis cx])micnc.c Iwport dcsc.rjl)cs  a m e t h o d  tlIatl  Ias lIcclI uscxl sucmssfully  to de-
tcc.t  hidclml  failure ]nodcsin  critical, cIIIbcddcd spacccrail  software. ‘J’IIcmc LIIod is all
ada.l)tation of an carlicv,  co]ltmvcrsial  approach called fidilurc moclcs and dfccts anal-
ysis. ‘1’lIc adaptd IIICtlIOd  was found to Lc wdl-suited I,c) idc]itifyillg  latent software
dcsip;]l  wcaknc.sscs involving ccHmdcx  system illtcmtiolls  aJICl ~bc~~~l~l~cics  jII ~~IC two
a])]) lic.ations dcscril)cd  IIcm. ‘1’llis  cxj)cricmcw  ]Ilay bc useful for otlIcl IIigl)-intcgriiy
soft,wam systmns in wl)ic.h the pcwsibilit.y  of JIicldcn  failulc  ]Iloclcs  is a ]I]ajor conccl’n.

10 lnt)mdud)ion

l)ctfcctlillp;l  )icl(lcll  failurc)nodcx  is a diflimltl  I)ut iln})oltallt 1)1’o~)l~ln ill ~~1~ ~l~sir;l)  a~l:llysis
d critical spacecraft, software. ‘1’llis  l)a}xl dcsc.rilm tllc succxssfu] aj)l)licatimi  o f  a dcsip;n
al)alysis IIIdlIOd to tJIc critical softwdrc of Lwo slmcxxraft. ‘J’lic goal was to i(lcl)tifylli[l(l(:ll
failure lnmlm. ‘J’l]cmctlho(l, a~l adaptation of carlicrfailurc  ll-)OClCS and cflccts analysis pm
ccdurcs,  focuses ml the cfrccts olt tlIc spacecraft of allmllalms  inputs  and il)corrcct software
activities,

A fi]illlrc ll~()(lc is(lcfillc(l tol)c “tl]cl)l)ysic.alo rf(ll~ctio~lal  )l-)a~lifcsta.tic)~~c  )f{/.fail~lrc.” A
failurcis  defined lml)c ‘(MI cvcIIt ill wllic.li  asysbn  or systmn cxnnlxmcllt  dots not pcrforln
a  rcquid  fu]lctioll  witllill  s~)ccificd lilnits” [7].

1.1 ‘1’hc! l’roblcm

‘J’IIc softwmc o] I sl)acccraft  is cInl)cddcxl and clistrihutcd 011 several difrcrcnt fli~l)t comj)utcls,
SOIIIC of wllicl)  operate ill parallc] as dulldant,  backup ullil,s. ‘J’l Ic possibility of llaxardous
illt.C]’il  Cti 0]1 S a]nol)g the software })roccsscs Cxccutillg  olI diflcrcnt  Cnmplltcrs, as well as the
c.o]])])lcxity  of tllc tiln]ng  CIC])CI  ICI CIIC.ICS, lnakc tlIc dctlcc.tioll  of failure lncdcs  difficult.  Sys-
tclr) issues suclI  as storap;c capacities, IIoisc cl) arackri  si ii m, mnmu  I I icati CM I 1 )Iohx)ls, and
tmacllcmus  opcratil]g  cl)vironn)cl)tls  may c.m)tril)utc  h sc)ftwarc  inkrfacc  fai]urcs tJ)at elude
routine analysis or testing. Silnilar]y,  IIiddml fai]urc ]nodcs Inay il)volvc  jI)adcclua,tc  software
rcs}ml Iscs to cxtmnc (xn)ditimls  OI cxtrcmc  values. A]]o]Inalous liardwa]c  }mllavior,  UIIaII-
tic.i})atd  states , i]lvalid data.,  signal sa.turatim], MI d i I I cmrcd  t ri?;gcrin  g of error- rccovcr  y
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software am rol~ustncss  issues whit}} complicat,  c tIIc })roductioll  of I]i:;ll-i Iltcp;ritJ’,  cmbcddcd
Softfwal’c.

1.2 Ovawicw of the Method

,Soft, wam 1{ ’ailurc Modes aJId }tflcc.ts  Analysis (Sl~’h41~;  A) is a It-Jctl Iocl for allalyzi  Ilg tlIc various
ways i]] wl]icll  software ]nay Pdil tlo ll-JCd.  its functional rcquirclJJc I]ts and tlIc c.ol IscqucIIccs
o f  cad]  sucl  I fai]urc Inoclc. A S1’’h4ltA is ty])ica]ly pcrfoIIIIcd  as })art of the dcsigJl  al]a]-
ysis ]) J’OCCSS. ldcally,  the al)alysis  is }Jcrforll-Jcd  after a clcsigJI  doc.ulnm]t  mists alId bcfmc
ilIl])lcl]lclltatiol]  bcgills.

EI’IIC ?;oa] of ihc S1’’MltA  is to aid ill LIIC ]jroductioJ~ of rcliaL)lc  software. “1 )cfc~lsivc  dcsigll”
or dcsi~llillg  in pmtcdicm  against IIazards is all  c.ssclltial  clcIJlcIIt  c)f Cfrorts to develop Iobust,
]tig;]l]  y rc]iab]c software [9, 13]. SII’M ltA’s WCJC  used in LIJC two a]~p]ications  dcscJ$ihxl ]Icrc to
IIcI]) rduc.c  tlIc IIuInl.m of failure mdcs, lnillilnizc  tlIc dl’cd  of tlIc rclnaiIlillg failure modes,
al t d scad  I for IIn an t(i ci l)atcd fai 1 u rc IJlodcs.

‘I)l IC Sl”h4 II;A IrIcthod was c} IoscII for these a))plicatiolls  lar~c]  y l.mcausc it colltrihutcs  to
a s<ystclns  al)])roac.1) to dcsigJl  valid a.tioll. lt focuses mi f,}Ic ways in w]licl] softw’arc caI] coli-
trilmtc to tlIc Systcm>s rcacl]ing  a IIazardc)us  state. S1”h4 ltA’s alla] yzc tl)c softwaJc rcs]mIIsc
to IIardwam failures (for cxaln})lc,  Jllalflll]c.tjiC)IliJlg  scJIsoJs~ I) or to o])crator  c r e w s  tlkat  result

i])  bad i])])ut data (for cxaJnplc,  iJla])])lo])liatc  colIIIJ-lallds  or ]malnctm  sctti]]gs) . ‘J’hcy also
Zllla]y Z(! t]l(! CffCC.t  011  t]l C! ]laIdWal’C  C.oll”l])ollCll~S”  Of lJIC.01’~CC.t  SOft  WaJ’C aCti  OIIS ( f o r  cxa]nplc,  a

soflwam l)roccss issuil]g  WIWIIg c.ollllnallds).  S1’’h4l’;A’s arc l~artic.u]ar]y  coIIc.crIIcd  wit}l  UII -

covcJ’illg IIiddcll  dcpc]ldc]lc.ics  OI irltlcrac.tiol]s whic]l  could  cause tlIc propagation of crroIlcous
data  to otl Icr softwa.rc Inod IIlcs.

Sl+’h41tA’s  d i f f e r  frmn causal allalyscs (SUCII as l~auli ‘1’rcc Al]alysis)  ill tha t  a S1’h41tA
]wstulatrcs  t,lIc cxistcl)cc of had data, or uncx}mdcd bclla,vior  2111C1 t,lIcII illvcsti~;atcs  tlIc Cfrccts
of t(llat al]omaly 01) I,IIc corrcd  functicnlilig  of Lhc software Inodulc al]d the systmn. Wllctllcr
tlIc  data or lo!;ic  could  actually bc corrupted  ill that  manllcr  (for CXaIJ-J})lC,  tllc  arrival of

out(latd  sensor data, or abllorlnal tjcrJmillatiol]  of the software Inodulc at, a ccrtaill ~)oil)t)  is
IIOtI t]l C ]Nil IlaTy COIICCI’11, (IJ] fact, jud!;,,-)cl,ts as to wl,ctl,cr  a ]}aJticular  failure scenario is
c. IdIblc OIJ a spaccc.ra,  ft oftcm sll]ft as dcvdoI)Incnt  a]ld ]I]]l)lc]]-]c.]lt:ttf]()]l ~)ro!;rcss. ) ‘J’l,c focus
in tJIc Sl~1h4  141A is iIjstcad OII tllc co IIscqucnccs of incxmcct da ta  or iIIappro~)Iiatc  softwmc
activity.

If tlIc ~frccts of bad da ta  or ullcx])cctcd hc])avior  ml bc SI1OWII t,o bc accc])tab]c, tl]cn
co] IfidcIIc.c as to tlIc software’s Iobust,  IIcss is cIIllaIIcd. lCxaIn])lcs  d accq)tablc  Cfrccts  ill
tlIc a]q)lications dcscribcd lIcrc arc tl]at  tlllc bad data arc rcjcctcd  by the software logic,  or
tll]at  ]mcloaturc  tcrminatiol]  of tllc software ll-JOdUlC  still leaves tllc sul)systcJn  in a consistcl]t
St’atc.

If tllc Cfrccts  of tl)c Lad data or uIIcx])cctcd  I)cllavior arc SIJOWII  to Lc uJlaccc])tablc, thcII
tl)is illforJnatiol]  is fcd back iIItc)  t,llc  devclo])]nmlt  ])rocms  or usd to dcwdo])  tmt mscs. ll:x-
al~l])lcs  of ul)acc.cptab]c  dfcct)s arc that tllc Lad data arc used ill a cmitrol  dcc.ision  rcsultil]g in
crroIIcous  issua]]cc  of col J-}mands to s]mcccraft subsystmns,  or that al) abnormal tcrJniliation
of tllc software ]J30dulc  rcsll]ts in a ~;lolm]  var;ablc lJC;IIF; ul)datcd  wllilc t}Ic status variable
still indicates that  no cl)angc  l)as l.)cclI IIladc.



‘J’IIc outliIIc  c)f tlIc r e s t  of t h e  l)a})cr  is as f o l l o w s .  $cc.tion  2 dcsc.riks  rclatc(]  wc)rk.  %ction
3 dcscribcs  lJIc ~nmccss used to pcrforjn  S1”MltA’s OII tJIc critical  slmcccraft softw’arc. Scctioll
4 pIcscIIts tJIc results found  in a}qJlyillF;  tlIc SII’MNA IIICLIIOC1  to those sof tware  systcIns.

Scctioll 5 ok’s SOI13C  cOllcludinp;  mnmks.

2, lklatc>ci work
Software lbilurc  Modes and Efrccts A1lalysis (S1’i141{;A) is aII cxtcnlsiorl of hardware l’ailurc
h40dcs aIld IMfcds Analysis (l~M1’;A).  IIardwarc  11’MltA’s  lIavc hem extensively used and
docul”nclltcd . [15] . ‘J’] ICJ’C iS 110 COIIl}R~ab]C  dOCUJl”JCIltCd  Stalldald  fCJJ’ S]4’M]{;A ‘S, a]t}lOU@
tlIc usc of S1’’h4ltA’s  is well-clc)cIIIIIcIItccl [5, 17]. ‘J’lic Systmn Safety A~lalysis llallclbook, for
CXaTnl)lC, l)rovidcs  a brief, llol~-l)rocc:(lllral  dcscri~)tioll of SI(’NJ1’;A’s [’20].

1 ‘ast  rcwicws of software failure Inodcs and Cfrccts alla]  yis tccll])iqucs  IIavc  ken lnixcd.

\/aliallts  of t])c  S]I’M ]~A  mct]lO(]  ]la,vc  l)CCII USC(I SUC,CCSSfU]]y  in scvcra]  applications.  ]1’or

cxal]n})lc, a txdniquc  si)nilar to Sl~h41tA’s,  calld %ftwarc  l’;rmr l’;frcc.ts Alialysis (SII;II;  A),
was used sucmsdully  ill the dcvclo})IncIJt of tllc rcl Idczvous  and bcrtlling  software for tlIc
(;olulnbus  l“rcw l“lycr with tlIc S}mcc Statiol). 11’or critical software, a SII;I’}A was rcquid
[22].

M mc rcccIItJ y, a pa.l)cr by h!cl kmnid and l’ulnfrcy dcscrilxx  a tccl]niquc  for software
safety alldysis  bad 011 a structural apl)macll  to tlIc ‘(ilnagil)ative  al)tici})atio]l  of IIazards’)

[1 1]. Ul]like Sl~M14;A’s, tllcir w o r k  cxnlcc]]trates m, il,f(,,,~,aii(,])  flows and dcvclol  M sets of
~;uidc words  to }>roln])t cmisidcratioll o f  tllc lly~mtllctic.al  fai]urcs. l,ikc S1’’MltA’s,  tllcir
al)l)roacll  illcludcs tal.)lc-l.)ascd  a]lalysis  that coIlsidcrs LIIc cfl<:cts  of cad) IIypotlictica] fai]urc,
as well as tllc failure’s criticality and likclillood.

‘J’IIc usc of failure Inodcs  aJId cflmts  analysis for software IIas  km c.riticizd  because

tlIc failure IIIoclcs  for a sl)ccific software systcIII, l)articular]y  a co Inplcx,  clnbcddcd  systcn],
calillot h cllulncratcd.  S1”Mlt A’s d i f f e r  fmln IIardwarc ll’MRA)S ill tllal,, wllilc IIa.rdwarc
can l)c rcasol]al~ly  considered to IIavc a lilnitcd  IIu Inl)cI’ of failure Inodcs, software lIas a
lnucl  I larger and unl)rcdictablc  number of failure Inodcs. S1’h41tA’s do lid Oflc] as IIigll  a
dcgrcc of c.o IIfidc IIcc i]) the dcsigll’s corrcctllcss as do IIardwarc  l“h41’;A’s, siIlcc S1’’h41{;A)s
callllot ~)roviclc  ccrtaill  covcraF;c  of all failure Inodm. o u r  cx}micvlcc  was that,, dcsl)itc
t]lis lilnitation,  Sl~’Ml’;A’s wcxc useful  ill idcultifying  additiolla] fai]urc Inoclcs. IIy dctcctillF;
l]azads  IIot ~)rcvious]y  rcc.ognizcd  during  rcquircll)cllts aIId dcsip;]l  analysis,  the SI+’MI{}A’S
contributed to tlIc overall mhust]lcss  of tllc systcl  Il.

‘J’lIc  SI$MI{;A  is IIot considered to bc an adequate validation  tool Ly soInc software CII-
~iIIccIs l.)ccausc of its informality. I t  i s  a IIla]lual IatlIm t}la]) all autolnatic  lIIdJIIOd and
dcpcIIds  01) tllc kIIowldF;c of tl]c a]]alyst al)d tllc accuracy  o f  t h e  (loc~lll-lclltz~tic)l~.  ‘J’]ICSC

]illlitatiolls  Sugp;cst t]lat  for SOIIIC  a])}) ]ications  all(l  (]cvc]o])lncllt  Cl)vil”ollll”lcllts,  SI’’N4I’;A’S  ale
Ilot aJJ al)l)ropriate  cl]oi cc. ‘J ‘lIC usc of S1’h411A’s dcscribcd IICIC was C.lIOSCII  to sul)plclncnt,
ratllcr  tllal] rcl)lac.c,  othm  rcquimncl]ts  al]d dcsi~ll  validation efforts by t}lc  dcvclopmcl~t
tcwn  to produce higll]y  rclial)lc  software.

Attcml)ts  to autolnatc  a I) IOC.CSS  sin]i]ar to S1’MI}A’S  ( fo r  cxalnplc,  Ly cxpalldillg a
(liI(:ctc(l-g;I’alJ)]  fault  tree mlalysis  too l  so tl]at crJms call be iIltlroduccd  al]d tllcir  Cfrcc.ts
tJd<cd)  lIavc IIOt })rovidcd a s~ll)siitutc  for II)allual S1’h41’;A’s  [ 3 ,  4 ] .  IIcc.ausc autolllatcd
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11’ig;urc  1: ‘J’lIc lb]c of ILailurc  Mdcs iII AIIalyziIIg  }Iazards

falJ]t-allaly  SiS k)O]S l’C(]UiIW CJ’CatillF, a 11”10(][:]  Of t]lC SyStClll  ZJS t]lC fiJ’St StC]), t]l C l“C!SLlltS tCIld
to IIIirror  thc dcsigIIcr’s  uIldmstaJl(ling  of tlIc systlun  and so lack the ilIdc]ml  Idc]It validatjim]
a(]Vallt ZIF;CS of t]Ic ,$]{’h4  NA. h40rc rigorous stat,c-rcacllal~ilit,y  aI~a~.YsCs~  tllq’;lJ llsCf~ll  > rCWil’C
tlIoImJp;lI  al}d till-lc-col]slll]-lill~  moddlill  F; o f  tlllc  systlclJ1.

‘J’IIc cx]mricllcc  rc]mtc(l  lIcm dcscrilm  two a])]) licatiolls il) wllicll tlIc ~)roblmn  w a s  to
dct,mt,  IIiddcll fai]urc IIJodcs i]] critical, cIIll Jcdclcd  soflwarc. ‘~’]Ic  SII’N411;A  lJICt]lOd ]) JWVCX]  h

I)c a Ilscflll  aIId cflcdivc tool wit]] wl]ic.11 Lo ulIdcrtakc  tlIc analysis licdcd to solve tllIC l)rol.)lcln
ill tlIcsc a])l)licatiol]s. ‘J’llc ronaillill~;  sc(tioJls  o f  this  ])a])CI’ I’q)(n’t 011  t h a t  CX])CJ’iCJICC.

A Sl~’h41tA  ]IM several advallta?;cs  t]Iat arc IIOt sllarcd  Ly otllm va]idatio]l  IJlct]lods.  IJirst,
tlIc siln])licity  of tlIc mctlIod lnakcs it easy for dcvclo]ms  to review tlIc results and illcor]mratc
t]l CIJl  ink) Sill.)SCX]llCllt dCSi~ll  it, ClatiOll  S 01” tCSt ])]?LIIS. SccoIIdly,  a SII’h41(;A allows il)dc}mldcnt,
validation} of tlIc dcsigll  froln tlIc cxistil]g doculllcllts (ratllc]  tjllall  rquirillg  tlIc  r(xll Jct4ioll  of
tllc cxistillp; (Ioclllllcl]tatioll”  into a sill-J])lificd  digrap]] or state ll-JOdCl).  ‘1’llirdly,  altllIOUglI  all
validat,  iol) II Id,l Iods allalyzc tllc corrcct,llms  of tlIc dcsig  Il ill t,llc lloll}iJlal case, a SII’h411;A also
postulatm  tlIc cxistcllcc of bad data, aIId illcorrccl- software ac.tivitlics. ‘1’11(:  SII’M I(;A c.ollsidcrs
t]lC Cfl(XtS  011  t]l(!  SOftWal’C  al]d t]](! sysklll  O f  al)ollla]ous  il]lmts  mld ZIIIOIIIZI]OIIS  CVClltS. A
SII’MI(}A  tlIus mlalyzcs  t,lIc rol.)IIstIIcss  of tlIc software, as w7cII as its fullctimlal coIJwc.tIIcss.

‘1’]Ic rc]atiolJs]li])  lmtwccIJ t])c Sl~h41)A  al]d ot}lcr static cva]lla.tion  mct]Iods is dcscrihd
ill ]ri/;[l  I’CS ] and 2. ]{’i/;UIC  ] S]JOWS }lOW t]l(!  KHl]fIS  Of a l)l’C]i  JIlillaI’Y  WftWal’C! ha~a]’ds alla]ysis
in tlllc  mluimllcntjs  p]lasc  call idmtlify failure modes frol Jl wllicll tl]c softlwarc lJ-JUSt  rcc.over.
]“01’ cxtJII”J])]c,  for SyStC!IJ”J-]CVC]  CrI’OJ’  rcc.ovm’y,  t]lc softwal’c IJIllSt  dCtCCt ZIIJ(]  1’cs])OII(]  ap])l’O])l’i-

atjd.y  to SUC.11  l) IW1)ICUIIS  a s  .3 ])owm  1 0 s s ,  ])ro]dlallt  tdIIk ovcuq)rcxsurq cxmssivc  tul l])u’aturc,

illtcrruljtiol] of u])lil)k coII-ll JJaIl(lal)ility, aJId loss of downlinkcd sc.icl)tific  aIId cllgillccring;
(clclllctry. A Sl~h4 ltA aJlal yzcs wllctllcr tllc dcsip;tl  of tlIc oIIboaId  mm- Iux)vcIy  ICS]XJIISCS is
adequate and wlIct,l  Im otllcx,  ullidcxlt,ifid  failure lnodm calI mist or hc illadvcdmltly  caused
I)y t!llc C1’J’C)l’-l’CCOVCl’y software. If furtllcr  al)alysis  is ncdcd  of IIcwly idclltificd  failure IIIodcs,
a faultl-tree analysis  CaII  k ullddakcvl. A fault-tree analysis takes a. kl]owll  IIazard as its
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l“ir;u~c  2: S1’M I’lA WI(I l{r:latcxl  ‘1 tmls

mot  aII(l winks Imckwm(ls  to (Ictcnllillc tlIc ]msib]c muses [2].
]“i~um  ~ S]JOWS  all  cx}IaIJdcd  v i e w  of t]Ic SII’MlflA  in  (]IC coIIt,cxt of ot])m alla]ysis  tools.

Sl~MII~A is a (Icsigll-analysis  InctlIo(l  (lmttoIII lIal( of f i g u r e )  wlIiclI, basml 0 1 1  IICC(lS, cm
. .

I.)c a])])lic{l  a l o n e  01 ill col)]ljilltltfiol]  wit]] OtllIC~  a)]alysis tools to i[lclltify  afI(l colItml  failuIc
II”toclcs.

3. Applying Sl{’hll 141A’s to Critical Spacxxraft Software

SII’M I{;A’s  WCIW pclfo~lnc(]  011 {]IC IOW-lCVCI dcsi~]l of L]lirtcnl  softwaJc ],mccsscs OJ  I S] )accc,laftf
A.  ‘1’IICSC  so f twa re  ]JIWCCSSCS  arc lIig;lIly  clitical  ;II that t]tcy am tlIc autmnolnous  pmccsscs
mslx)llsil)lc  fm mm] mcovcxy  OIII)CWC1  t$}IC sl)ac.maft. ‘1’IIc allalyscs  wcrw pclfollJ ICC] II Ii(lw’ay
t]lJ’Oll~;]l  tll(! (lc!vclo])lnclli ])mccss ( a f t e r  (Icsig;ll  (l[)c(l  Jl”lcIltat;  oll cxistcxl but bCfOJ’(! [[)(1(: cx-
istml). ‘1’IIc Sl~’Ml’;A’s cstal>lisl]c(l a basc]illc  c.oIIsistcIIcy  hctvmm mquimncl)ts  aIIcl (lcsi~;ll,
alIcl WCIC cfl’cc.tivc  ill fill[lillg sigJ]ificalli  J (lcsi~;Jl  cIJOJs. ]jatc]  ])altici])atic)Il  ill \\’tIll<tjlITOlI~;lIs  of
{]IC SoftWalC (]csigJ”t  011  ~])aCCC1’af{  A ,  all(li{S  O f  t]IC CO(]C! (tladll~;  t]I(! (] C! Sign into t]IC a(tllal

softwaJ’c  all(]  Vc!rifyillg;  t]lat,  kllowll  CI’J’OJ’S  WCJ”C  mrrcctc(]  Wit]tout  iIltroduci  I”lp; lICW crrol’s),

?l.lld J’CViCW O f  SOftWalC ])l’[)blC!l  Jl a n d  fai]lJJ’C l’C])ol’tS &!ll  C1’atCd  dlJJ’i Il~ SyStC!JJ”t  k:dill~;  WC!J’(! a]]

p; IoIIII(lccl ill tlIc caJlicI SII’M1(;A  woIk. SiJ])ilaJ cflo]ts aw IJOW uIIclcIway OII tllc mitic.al  CIIOI-
J’CCOVITY  Softwa]’c  ])1’OU!SSCS  OJI S])acxxJ’aft  1]. ‘lo (]atc> t] II’CC ~1”h4  II;A ‘S ]laVC! ])c(:I] ])CJ fol’1 ] ICC]
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01) S]mxmlft  11.
‘.I’IIc SII’M I(; A’s pc~foImccl  cm Spaccc~aft  A‘s software USCXI a l]alclwamlikc  vocabu]aly

( “0])(!11 , ‘ ) ‘(s}lol’t, “ “c)pposik!, ‘ ) 
‘( Ot]ICI”)  t,o dcsujbc  t,lIc ])ossiblc (Icfccts ill tlIc software. ‘1’llis

classificatioIl  was  latm cx]mnclcxl  fol’ S])ac.cmaft  11 to inclu(]c  a wiclcI ]al]g;c  of clcfccts (for
Cxa]n})lc,  tilninc)  tlIat  lIavc bcc II foul]{] tm IWCUY iII crm-mcovmy  software [1 0]. ‘.I ‘IIC lcvisccl
c.lassificatioII offcm gycatm covmag;c  of (lcfcc.ts an(l is consistmlt wit]] c.ulmlt  classifications
of CIYOIS iII software [1 , 12, 14, 1 9].

AJ)ot]lcl’ c.])angc t]]at was Inadc! was to assign mif,ica]ity aIIc] ]ikc]i]loo(l l’stings to t]lc!  ef-
fects. ‘1’llis a(l(litio]l  was ill rcs]mIsc  to mqucsts  fmn tl}IC lc(lllilt:ll-lcllts al)(l  dcsigI;JI  ml~illccrs,

wII()  USC t(l IC clitic  a]ity illfolvnatio]l  to })liolitizc  tllcil m(lcsig  I;lI all(l tcstillg  IIcmls. ‘J’l Ic critical-
ity latillg  is an OIsclcIwcl ]mi]. ‘J’IIc fil’st  ClCIIICIItl of tlIc pail’ mfcm to a six-tlimxl classificatioIl
Of t]l C Cf~CCt  Of t]l C fai]lll  T 011 t]l C SyStCll”l (fIWII”l ’510 IIoticcal.)lc ilnlmc.t)’  to ‘(co] i]])lctc loss of
lnissioll  .”) ‘I’l Ic scco)I(l  Cl CIIICIIt  of the pail.  c.lassifics  tllc l)mbability  of tlIc fa.i]um occull’illp;,
IMIwxl  011 cx]micllcc  with silnilal  software (“lligll,  ” “lncdillll-l,” and ‘(low.”) [1 6].

%)ftwam l~ailum Moclcs  all{]  l’;frccts  Analysis is a (Icsig;ll-])llasc  vali(latiol]  tool. IJcsigll
(locllll)clltatioll” iI)clu(lillg;  tcxtua]  (Icscli])tiolls  all(l ~;~a])llical  spccificatiol]s ;s uscxl ill tllc
SII’h414}A  })yOCCSS. 1 )iaglallllI-)a{ji(:  (Icsc.]iptio]ls of tlIc fullctiol]al  flow, SUCII as flow cllalts
of cacl I software IIIO(ILIIC, object-o~iclltc(l (lata-flow all(l sta.tc (liaglalns,  01 Statcclla~ts  an(l
Activity  Clllalts,  am USC(1 as ;nput  to tlIc SII’MltA ]) IOCCSS, if tlIcy exist [6, 18].

‘1’]IC  fO]]OW;  llF; StC])S W(!I’(! }XTfO1’ll”lCd  fOY C?lCk C1’J’01’-l’(!C.OVC1’y”  SOftWal’C!  ]) IWICSS  that  WaS

allalyz(!(l.

1. ‘I’l Ic IIonnal  ()})cxatioll  of tlhc  subsystmn  or fullctic)ll  to IX IJlotcctccl l.)y tlIc softlwam was
(lcsc]il)c(l.  ‘~’llis dmcril)tioll  w a s  l)ascd  0 1 1  tlIC rcquiml)cnts  al)d  (lcsi F;II (lOCllIIIcIIt?it)iolI,”
{Ihc analyst’s Illlclclstall(lillg  of tlIc systc In, all(l  a(lclitiollal  cx])lallatiolls fmlll tllc ])mjcct
}K!rsollll(!]  , as I)(!(!(lCcl . A I I cxalll])lc,  fIOIII S]mcccIaft  A‘s systcl  11- Icvc1 software tl]at
II)ollitom  an(l Ixxpo  IIcls to tlIc loss of a IIcaltll illclicatol  (a ‘(llcaltbcat”  smlt bctwcml
colll])utcm)  was a (lcsc~i})tiol]  of IIow tlIc IIcal tl)ca.t fullctliol)  l)cl Iavcs.

2.. ‘I’l Ic ])ossib]c  ful]ctiolla]  failumi  o f  tlIc sul)systcln  oI ful)ctioll  to IW plwtcctml  wcm
CIcscliilml.  (;ol)til]uillp; with tlIc IIcaltl.)cat-ljoss cxalnp]c illtm(luc.  cxl above, this stcl)
(Icsmikxl  failures sucl I as ‘(l10 IIcaltl.mat, “  “llca~tbcat not ul)(latml,  ” ‘(]]caltbcat u])-
(1 atccl lju t gmbagc,)) al)[l ‘fhca]tl~cat  IIot sy]lcllro]lizcd  with cxlmtc(] v a l u e ” .  A~aill,
tllc infonllatiol)  ndd for tl)is sic])  w a s  a v a i l a b l e  in tlllc  (Icsigll  (locLllllcIlt;ltiol) an(]
floln colivclsat;olls  with tllc rcquim]nolils  a]]d (Icsig;]l  c]lF;i]lccrs.

3. ‘J’IIc IIonlla] o})cratiol)  o f  tl)c  s o f t w a r e in I)mtcctillg  t(l IC sul.mystml  or fullctiml  w a s
(lcscribcd.  ‘1 ‘Ikjs  stq) iclclltfificcl  IIow tl]c systcl]~- level clml-mcovmy  software mspolI(lc(l
to caclI of the failures listcxl aljovc. ‘1’lIc illf[)ll)-latfiol)  was avail al)]c fmln all analysis of
tfl IC (l[)cllll-lcI]tatioll all(l  follow-u])  (Iiscussiol)s wit]] tlIc ClcsiF;  llcm. ‘J’llis stq) valiclatcx]
tl]c a(lcquacy of  tllc (Icsigl)  to  accol) I})lisll tllc ~cquilccl  IwcovcIy aII(l COIIfi IIIICCl  t,l Ic
SII’MI;A aIlalyst’s ~lll(lclstallcli]iF;  of tl]c software.

4 .  ‘J’IIc }mssiblc fai]ulc  Inmlcs aIICl ~frccts of tlIc CIIVI-ICCOVCIY  sc)ftlwam WCIC iclclltific(l.
‘J’llis Stcl) was t,lIc CIUX of tllc SII’MII;A, sil]cc it allalyzc({ l)otlI  wllctllm tllc so f twa re
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l)mtcckxl  against known fa,ilums aIICl wlIct]IcI tltc software COUIC1 cause a(l(litional  fail-
ure+, e.g., Ly mspoll(liljg; to tlrallsicllts  01 by ccnlfip;uriI]g  tlIc s})accmaft to a lnillilllally
uscfu] safe stat,c  W}ICII SUCII  a rccollfig;l[lati[))l was uI)ncccssa  I’y. of sl)ccial coIIccI’11 was
tlIc lmssil.)ility of uIIcx]mckd  illlmlactions  alnollg  lcflun(la]lt halxlwalsc  colnponclIts an(]
cwIII])utcIx  01 aInoIIg  tlIc sof~wam  ]JIWCCSSCS. 1“01 CXWI-I})IC,  i)) tlIc IIcartbcat-] ,OSS ex-
aln])lc, LIIC S1’’MIIA illvcstigat,ccl  scmlarios  ill wllicll a failure or al)])arcnt failure of the
IIcartbcat  WOUIC1  IIOt ])roIII1)t a COIIWC.L Ics]m Isc, o] ill wllicll all il]a])l)rc)}~liatc  rcs}mIIsc
cou]cl  Crcaic a ])mLlcIn wl]mc IIonc cxistml  ])mviously.

A ])air of tables was coIIstructcd  for cacl] soft,wam pmccss  to assist ill tlIc analysis of
aTI.y }mssihlc failures of tlIc softwalc. ‘J’IICSC wmc i,lIc l)ata ‘J’aLlc  an(l tJIc l’;vcIIts ‘J’able. A
1 )ata ‘J’able illvolvcs  c(jlllll-lllllicatlioll  failures. It l)mvi(lcs tlIc illforlnatiol)  nccdcd  tm al)alyzc

{Iata flcpcll(lcllcics  al)(l software intcrfac.c  CISIOIS. An ltvcIIts  ‘J’ab]c illvo]vcs  softwalc  procwss
failulcs  (wlIcrc “])roccss”  lncans ‘(tlIC  ])rograln ill cxccutiol]”) [8, 2 1 ] .  ‘J’lIc! l’;v{!IIts ‘J’ab]c
])roviclcs tflic illforlnatiol) IICCCICC1  to allalyzc tlIc cflt:cts of failures })cmsibly causc(l by softwmw
tl]at  fails to function cormct]y.

‘J’IIc first ty])c of tab]c  is tJIc l)aia Ybhlc. ‘J’llis tal.)lc cvaluat,cs:

1. tlIc cflcct of lcccivillg;  ba(l ill})ut  (Iata OII tllc bcllavim  of tlIc ])mccss l.millg  ana]yzc{l.

2, tll IC cflcct of ])m(lucillg  ba(l outl])ut (Iata olI tlIc l.~c]lavioy  of tllIC  ])roccssm  t,llat usc this
[1 at a.

1“01  caclI  illputl  ( d a t a  itu II rca(] or rcc.civcd  by tlic  s o f t w a r e  pro(xxs)  alId cad) out])ui

(colIl,IIalICls  to s],acccraft  subsystclIIs a,,,] u~,(latcs of (lata itc],,s),  cacl,  of tl,c followi,,~;  fou*
faultfs  is ]mtulatcxl:

1 .  Alwllt l)at,a: ],ost m lnissill?; 11-Icssap;cs, Zlk!JICC  Of SCJISO1’ iIl])llt &Lta, ]aC.k Of ill])llt

or out})ut,,  f a i l u r e  to rcc.civc  IIccdcd  d a t a , )llissillg  COIIIII-Ia  11(1  S , lllissiIlg  u])datcs  of d a t a

values, data loss CIUC {0 lIaIdwarc  failures, failure of a software l)mccss or smlsor to
scII(l  t]lc  data,  II CC(lc(l for c.oIrcc,t fuIlctioIliIIF;  of this softw’am 11-)0(1  U]C.

2. IIlcor]cc.t  l)ata: IIa(l (Iata, flaF;s m valiablcs s e t  t o  va]ucs t h a t  (lolI’t accuratc]y  (lc-
Smibc tllc s})accmaft,’s s ta te  01 t]lc Ol)crat,illp;  cllvimIllncllt,  crmIIcous tl’ig~crs,  ]jlnits,
CIca(ll)all(ls, (Iclay tilncm; CYJ’OIICOIIS ])a Mll”lCt  Cl”S, WI’011/;  CO1l”l  Il”laIld  S Ollt])llt,  01’ WI$O)l  F;

])aralllctcrs  t o  t]lc right COIIIIIIaIId  S; s])urious  o r  ullcx])cctcd  sigIlals.

3. ‘1’imil)r;  of l)ata WroIIF;: l)ata alrivcs  too latctm Lc uscxl or I)c ac.curate, OI too tally
to I)cusc(l  or bc amulatc,  obsole te  (Iatais usml iIl colltlm]  (Iccisiolis ((lata ap;c);  ina(]-
vmtcllt,  s])urious (uIIcxJmctc(l),  m t]allsim,t  (lat,a.

4 .  l)ll])licatlcl  )atla: }Lc(lul)(lant  co])icsof  (lata, (lataovcrf]ow,  (lata saturatioI1.

l’klcll  of tlllcsc foul’ columIIs is su}.)(liv;(lc(]  into two })arts: l~cscripiion  aIl(l  IJ’ccL ‘J’lIc
l)c:sc?i~~iio71  s111.)collIIIIII  Clcscljl)cst  l]cfalllt asa])]jlic(lt otllc]clcva~lt(  lz~taitcllq.  l{’olcxalIl])]c,
if tlIc [Iata itch] is all illl)ut  callccl clitlical.  scclllcl)c  (:. flaf;, all(l tl]c (Iata fault, ty})c is ‘~illcor-
l’cct  valll c,” tllc l)csmipiion  sul)colul  III I IlliF;lltl  state, “f]+?;  SCt t o  tnlc dllJ’illg  IIol)- critical

Scqll  c1 I cc. ‘)
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‘J’hc ~~’cci.  su}.)co]u]n]]  iS a S]lO1’t]l?lIICl  C] CSC1’i])tiOII of the COllS(!qUCllCC  of the (]ata fau]t
ty]x l o c a l l y  cm tl)c (lata itcln all(l IIIOIC glol~ally  OII tJIc subsyslmn  al](l systcm.  i n  t}lc
Cxalllplc  givcll, Lllc! Clltl’y  11’ligllt  s ta te , “1’hor- lT!c.ovcl’y  1’(X] )011 Sc c.allcd crrol Icously. ” (For
cascof  lcfcrc~]cc,c  l)trics)~~ayalsc)  ])lovi{lcaforwar(l  mfcm]ccto  a]magra])h in t] IcSl~’Ml;A
tJIat col]taills  f’ultlIcr analysis of the itcln, ) III gcIIcIal, tlIc effect of afault  on i]lput clata
w i l l  bc citl]m l,liat a state is not< u})(latc(]  as it slIoul(l  lx, or tlt.at tlIc state cl IalIp;c is IIot
visi})lc to the software that uscs it. ‘J’IIc cfl’cct  of a fault  011 out])ut (lata will usually bc that
OLIICI cxm I]mIc IIts (software l) IWCCSSCS  m IIar(lwam uniis)  lack tlIc illforlna.t,io)]  tlIcy IICCCI to
function coIIcctJy.

‘J’lIc SCCOII(l  type of table is the lhmis IhJlc. ‘J’llis table (lcscIilxs  both the local cffcci
of })crfolvnill!;  an incmmct  event OII Lllis mo(lulc’s  bcllavio) aIICl  LIIC ~;lobal,  or CIICI,  effect of
tlIc iIlcormc.t  Cvcmtj 011 otl]cl’ parts of tl~c subsystcIII  all(l systmn. ]“or caclI  cvcIIt that occurs
as tlic l)mc.css  cxccutcs, four cvcIIt  fault  types arc ])ostlulakd. What  ccnlstituks  aI) cvclIt
dc])cIIds  m tlIc  lcvd  of (lctail  of tlIc [Ic)c.lllr)clltatic)l)  })rovidd, but  i s  u s u a l l y  collsi(lcm(l  to
Lc a sil)glc action (c,?;.,  byancll,  ma(l, wIitc,  output  a cmnlnan(l).

‘1’lIcm am fouI kill(ls of e v e n t  fault t,y])cs:

1. 11 alt/Al.)~]ol~nal  ‘J’cll]-lil~atic)  ll: OpcII, stuck, lIUIIg, [lca(llocl{ml  at tjllis ]mil]t (cvcI It) ill
t] I c pl’ocms .

2. oll)issio~l: ltvcIIt fails to OCCIII  but  I) IOCCSS  cmntinucs  cxcmtioll;  juII-Ips, ski]m,  slIoIt.

3 .  II ICOIKXA  ljogic/ltvcllt:  IIcllavior is wmII~,,  logic is wmig;, l)raIIclI ]op;ic  is Icvcmc(l
(“gl;,catc] tl,a,) or Cqua]  “ 01 ‘(less tlIalI alICl  equal’) is assmiatccl with wrong coll(litiolls),
WIOIIg ass~]]i]])tio]ls al)out St(atlc,  ])lccol)(li Liol)s) ‘(dol]’t c a r e s “ al’(!ll)t h’ll]y  SO, CVCllt (C+’; .>
col Ilma]Id i s s u e ( l )  i s  wmn~ to i]n])lc]nc]]t tllc illtmlt  01$ rcquimnmlt.

4. ‘J1iI1-liIlg/ol(lcY: Nvclltl  occurs at wmIIg tilnc 01 ill WIOI-Ig or(lcI, Cvcllt  occurs too (zLlly
(]) IcInat,  uIc; systml) IIOt in ])Iw1)cI.  II1O(IC  to mccivc 01 ])mccss it), too late; tllc scqucl  Icc
of’ cvcIIt,s is iIIcoIrcct,  aII cvcIIt  that lnust pIcccclc  allotllcr cvmit (locsII ‘t occur as it
slIoul(l; itlcl>ativc  events occu~ illtl(!llllitlt(:lltly  ratllcr  tllall  Icgularly, cvclIts  tl)at  shoul(]
OCC.UI  oIIly OIICC il)stlca(l  ocmr iteratively.

ltaclI of tllcsc COIUII-IIIS  is sul.)(livi(lcxl  into two ]mts: l)cscripiion  allcl  l;’cci. ‘1’lIc l)csmip
(ion sul.)coluIIIII (Icsclil.  )cs tlIc fault  as a])])lic[l  to tlIc cvcIlt. 1“01 cxalnl)lc, if tl)c cvcIIt  is I,}Ic
calculation of a ~milltcr  into a tzib]c al][l  tllc cvcIit  fault  is ‘(ll]cormct ]og;ic,”  tllc (lcscri})tiol]
lni$llt state, ‘(l)ointm will bc Il)iscal(:lllatc(  l.”

‘lllIC 1~’cci sul)cx)luImI  is a sllortl)al)d  dcscri})tioll  of tllc col Iscqllcncc  of tlIc cvcl)t fault
ty])c 01] tllc relevant cvm)t and tlIc failure ]nodc(s) that lnip;llt  rcsuli.  in tl)c cxalll])lc F;ivcll,
tllc Clltry II”lip;ht! S t a t e , “l’oilltfcr  ))oints  lmst cIIcl of taljlc, cfrcc.tivcly by}mssiIlp;  tlIc il]tcnlclccl
l’c(:oll fi:,lll’atioll.  ))” (As wit]} t],c l)ata  ‘J)al.)lc,  m)trics ,I)ay also ])rovidc a forwa]d rcfcrc]}cc  to
a ,  ~)alaF;l’a,l)]l  j]) t]lc ,$ JI1hfl]tA t]lat  contains  furtl]cr  al]alysis o f  tl]c itmn. ) III gcl IcIal, tllc
cflcct of a IIaltil):; 1~’ailurc will bc tl)at  tlIcIc is 110 out])ut, fro]]) t,l Ic software rcs])oIIsc. ‘J IIIC
]) OSSi~)i]ity t]lat  SOII”IC OUt])lltS (C+!!,, ll])d?dCS o f  S]laI’C(l  Val’i:ih]CS) OCCll  I’ l.)(!fol’(! t]lC ])1’OCCSS
IIalts carries a risk of tlIc s])ac.ccraft  l.)cillg left ill al I illcol)sistcllt  state. ‘J’}Ic cfrcct of aII
olllissiol] l“ailum is  oftcll tl]at  IIO out])llt  o r  iI)cO1rcc.t  out])ut  i s  ])roducxd  (c. p;.,  WTIOIIg  t i m e

8



or WIWIIg  or(lcr)  . Agai]] , tlIc softwaIc Inay bc left j]) aII jl]co~)sistc]it state. h40st oftcII, tl]c
cfrcct of llIcomcct IJop; ic is that tlIc software’s bcllavicm  ;s wmIIg, i.e., it Clocsl  I’t satisfy the
fullctimlal  l>cquimnmlts m l)m(luccx  wrong; out])ut.

‘1’lIc effect of a ‘J’in)j I1p;/or(lc) l“ailuIz  is usual]y  t,lIat  tllc out])u~ (Ioml’t  satisfy tl]c till]-
inp; cx)]lstraints, l’c!qlli  l’cx] 01’(]CI  of Col 1“J 11”1  al 1 C]S (c!. F;., “lllstl’lllllcllt  II”lust  1.)(! t i l l ’ l l c d  o f f ’  bcf(m!
Ic])lacclIlclIt IIcatcr is turlIc(l  on”), m (Iata (Ic]m)(lclicics (c.F;., ‘[ ’J’hc flag lJIUst 1.)C  u])clatcxl lX!-
fom it is uscxl” ) IIccClc(l  for a correct  illtcrfacc  wit]) tl]c otlicr I)IOcCssCs  tl]at  usc t}lis  softwtm
pl’m!ss’ output.

‘1’IIc ~frcct of the va~jous failure ty]m jllclu(lc(l .analyscs of what the ~frc(ts wou]cl Lc jf
‘t]lC  CX)l’J’CCt  dCSigJl (aS ])lUX!JltCd  jll  t]lC dOCllJl”JCllt)  WCI’C  tO k! ilJl])]CIJICIdd ill[.ol’l’dy.  ‘J’]lat

is,  tllc S] ’’h4l’lA collsi(]clw(l  IIot oIIly cflccts of f laws j]] tlIc (Icsig;ll, ht ~frccts Of illcomcct]y
illl])lclllclltlillg a cx)Imc.t  (Icsigll, ‘J’lIc  g;oal was to ])~oclucc  II lom robust  Softlwtwc by al I a~yzil  1$
wllatl C.oul(l F;O WJ’OIIF;,  ]Iot just WhCt]l  C~ tllc CU1l’(!llt  clcsip;n was flawml .

[Isil]p;  t]Ic S1’’MltA  tab]cs, C.OJICCIVIS aIl(] ]mssib]y vu]llcrab]c areas  WCJW ic]cl]tifiml.  ‘1’]ICSC
‘wc]c {locul  ncIItc.Cl  iIl sufficicl~ij  clctail so tlIat  a }ca{lm c.oul[l clct,c~lllillc  wlIctl IcY t]Ic (Icsig]]
or tlIc mquimmcl)ts  II C! CXICCI to bc cl IaIIgI;cd, Md Of  tk! (!fk)l’t O f  p(!l’fOJJlljll  F; iI S](’M ]4;A

was c,x])cIIdc(l  }Icrc, iI~ Jcvicwillp;  tlIc Sl”h4 ltA tal)lcs to scc jf tllc software lackcxl Ix) bustJIcss
ilgtl;l 1 St fail llr(!s. ])llriJIF;  t]liS StC]l, CX)l”Jtad  Wit}l t}l(! SoftWaJT  dCSi$;Il(!JX  a n d  lT!qllil’CJJICIlt

cJIF; iIlcc J3 was iJr)})ortal)t  t o  distjllguisll  al I)l.)iguou s/i Jlcol  Jlplctc  (loc~llJlclltatioll  froIn dcsigJl

flaws. IIlcluclillg copies of all mlcvmit (Iocll]l]clltatioll”  as well as cx])licit  rcfcm~ccs to IJ3CIIIOS,

(:x])crt  ()])il)i()l)s,  ctc,, , in tlllc filial  mpolts cllcouragml  ]a])i(l  fcc(lback  of’ tJIc results i]lto the
(\ CSi F;ll  (]cvc]o]HJ”IcIIt  ])1’OCCSS.

‘]’]Ic Imu]ts  o f  cac]l  SII’MltA WCIC writtcll  u]) ill tlIJcc ])aJts: (I) l)(~clll,-,c,,tati(,],  i],co,,-
~;is{, [:]l(:i(:s/  ~i,ll)~)i F;~li~i  Cs/jl]a~,Cll  l.aci~:s/  olllissio])s”  (U SC[] ].)ot]I fOJ’ Il})C]atjJ)F; (]()(’.lJ  lJl Cllt2lti()ll ~Jl[]

fol’ validatlil)g  tllc CO(1C against  tllc dCSigJ1);  (2)  ]ss11(:s  al)d Collccrlls  (])ossil.)lc  uJlaJltici])atd

f’ai]lll’(!  lJ)OdCS  OJ’ C!fk!ds, OJdC1d  ZICCOdiJIF;  b C r i t i c a l i t y ) ;  and (~;)  t})c su}q)ortillF;  S1’h4 ltA
tables.

4.  lbsults

‘1’al.)]c  ] sul]llnarizcs  six c]asscs of fai]um  IJIodcs  jdcllt;ficd dur;J)F; SII’N41’;A of t}Ic l,wo syslmns,
‘1’llcsc wclc IIi(l(lcvl  failure lJIoclcs  in I,l]at t} Icy i]lvolvcxl  Illlalltlici])at(:(l  w a y s  ill wllicll t}lc
systmns cou](l fail to lncct tllcir ful)c.tio]]al ycquiml]cllts. ‘J’IIc potential ~frcc.t of t,l Ic failure
jll cacl) case was sigl)ifical)t (Icgra(latiol)  of ])crfollna]lcc  OI loss of Icclun(lal)l, cal)aljjlitlics.
‘J’llc ])mbahi]ity  of tl]c failure occurril)g ill caclt case was low, sillcc tllc softwa~c analyzcxl  is
illvokc(l olIly at tlIc ram al]cl cIitical tlilnm that olll)oal(l  CIIOI mcovmy is IIcccssary.

]’lxxlictab]y,  t}Ic CIOSC analysis iJIvolvcxl  i]] ])crforllljl]g tlIc SII’MII;A’S  fouli(] maIIy oLIIcr
crmrs,  sucl I as (loc~llllclltat)iol)  incollsistc]lcics all(l  alnbiguiiics  as well as (liscrc]mllcics  bc-
twccm  t}lc  mquimnm)t  spcc.ificatjol)s  al]cl tl]c (lcsig;I1. ‘J’IICSC l) IO1)ICJI-IS  wcm (lcscribc(l  ill tlIc
final Sl”h4 ltA m~)ort  i]) a sc})aratc scc.tiol}. ‘J’llcir i(lc])tificat(ion (Iurillg tlIc (Icsigll  vali(latiol]
IIllasc savc(l tilIlc an{] ~frolt latm  in tllc il)tep;ratioll al)cl systmn tcstlillg l)hasc. IIowcvm, t,l]cy
am IIOt incluclc(] i]] tl]c (Discussion lIcm sillcc tllcy (Ii(l lIot lcacl to failure lno(lcs.

l“ai]urc lno(lcs  il]volvi]lF; un cxpccic:cl  irltcmciions a7n071fg  so~~wam ]j~occsscs wcJc  i(lcmtificd

in l)otl I systcIIls. 1 n botlI cases, this i]lvolvc(l software (Iistlil.)utc(l  i]] ~liflclcllt ]) IOCCSSOIS.
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A I I cxaIIIplc is the use of an outxlatcxl va]uc fmn a failcxl,  Iwmotc SCIISCW for a key, co IItml
(Ice.isiol] in tlIc c.cntral pmcmsoI.

‘J’a].)]c ] . ]] i(]c]cll  ]~ai]urc  Mmlcs ]{lcj]tificx]  USiIIg;  %ftwarc l“ailum  MOCICS  & II}flccts Al)alysis
lhd .$)x] cccl’aji A ,s’yclcccl’(z~l 11

1 .  lJIIcxpcctccl  illtcIactiol]s  alI](jl)gsoft\vaYc x x
2. l’hollcolls  il)vocatiol)  O f  ]) IVIXSS x x

3 .  lJllcx]~c:ctccl  iI)tc~acl,ioI~sa  ll-loIl~;  rccllll)(lal]t~lllits x

4. llncx])cct(cc] ])m])aF;atioll oflcsu]ts x

5. lllls~atc(l  assuln])tiolls mquim{] foI comxt l)cl Iavior x x
6. ‘J’iIl-lillg  lcClllilclrlclltsll(Jt  alwayslnct x x

S1’h411A’sfoulld  illstanccsjll  l)otlI  systclnsi]]  w]iic]] aII tr)o?l(;oIIsi7Lvoc:(ItioTt  ofi?~t:  sofL
mm could  occur.  III cmc c a s e ,  a  trmsicllt  error w a s  d)lc t o  p r o v o k e  aII ullintmld(!d  mm

IX!s]mnsc. III allotllcr  c.asc,  a  l)crsistulcc  couIItcr  could  bc rcsctl c o n t r a r y  b tl}IC r e q u i r e d

l.)cl  Iavior,  tlIcrclJy  c)ll)ittiI~F;llcccss;~ly  a c t i v i t i e s .

A  lIi(ldcII  fai]urcmodcoli  ~pacccraft  A  illvolvml u?lcxpccic~l  intcmctions  lmiwccn  m17(n-
(1(1711 CO?71]KM1.CILtS,  j.c. , hctwcml tllc l)carly-i(  lclltical  co})ics  of tjhc softiwarc  Icsi(lcllt Cm tlIc
}) IiIIIC aIICl l.)acku]) l)mccxsom. ltcquird IIarclwam  lC:COlIfi$;tlIatriCJIlS  wmc olnittml whcII a
smwicc Ix) IIt, iIIc was illvokcc] by bot]l lw(lull[lant  CmII-Il)OIICIIt  S witllil) a cmtaill tilnc  illtcrval.

A sccI~aIio  was foun(] 011 Spacxxxaft  A i]) wllicll  ~/71.cz))(~:tccl~j  ~o]j({gaiio?l  o.f Tc:stlJtsc.oIIIcl
occuI. l)ulillg  a })roF;ralnlnc(l (lclay, ccrtaill cmnlnallcls  to a Imnotc  un i t  wmc able  to  bc
lcissuml  cmmcously.

{17Lsi.aic{l  a.tssl1771~}i.io7  ?slcClllilc(lf()  ]c()Ylccts()ft\  valcl]cliav  i()lcc)lll(l iIl(lilcctlylC:a(l  tc) fail-
UIW Inmlcs ill tl]mc c.ascs. ‘1’llcsc  illvolvml al I assun)ml but uIIclIcckc(l })mcx)ll(litioll  tha t  i s
occasiol]ally  false (switcl) scttillgs ) ,  a IIicl(lc,,  (lc]JcII(lcIIcy  o], lIUInaII  infmmcntiol,  (Up[latil,g
{l;lF;v alll(:sf ollowillF;cllol-”  l$ccC)vcIya  ctivitlics),allcl  allicl(lcl)  (lc])cIIclcIIcyc)II  otl]crsoftwa~c’s
llII(locllIIlclltc(l  l.mhavior  (Icillitializil]p;  tllc value of ])cmistcllcc  collntcm all(l limits).

ltillally,  scvclalt Jilllillgi  ssllcs, ])tilticlllal'ly  ti7ni71g  l’(qtlir(;llic?llslic)l ~117[lflys?  TICiT$’ CICfOlll”lcl
~)yt]]c S]{’h4]’;A’s t]ll’()~lF;]] alla]  ysis()ft  ]]ccfrcctsc )fal~()li-]a]()  llssit~lati[)Ilsal  l(] ])ostu]atc(]  out-
of-ral)p;c  (la.ta, values.

‘J’IIc SUIIIIIIary iII ‘J’al.)lc 1 poil)ts  out, OIIC of t}lc kcy a(lvalltaF;cs of pcIfonrii~lF;  SII)M?tA’S
o n  t,hc a])plicatiolls (Icscribccl IICIW, Sl~h41’;A’s  ell]])l]asizc  a systems a])])macll  to software

“1 “aIld .ysls. ‘J’}icy cxalnillc LIIC  sc)ftwarc)s JUS])OIISC  k) }lar(lwaJc  failur(!s ancl tl)c cfl’cct 0 1 1  t,lIc
IIar(lwarc of software! actimls. III ]cal-tilnc,  cml.m(](lccl  systmns, it is iJIcsc illtc]fac.cs that
II;lv(:l)istc)lically  ])IoIIucc(l  t,l]c]msistcllt  mm’s  tl]at  mnain llicl(lml  until systclI) tcstil]gw
o})cratiolls  [10]. SI{’M1{JA’S  IIcI})cc1 uIIc.over t,l Icsc IIi(l(lml  ilit,crac.tio)ls all[l (Ic})cll[lcllcics  OII
tlIc s])ac.cc~aft.
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5. Conclusion

III tJIc two spacecraft applications reported  lIcm, tlIc Sl~h41{;A  IIIcilIod was (!ffcxtivc in de-
tecting  l]iddcn  fai]urc modes. ~’hc SII’h4 I’;A’s focus 011 tracking  tlIc effects of anomalous
inputs al)d incomcct software bcllavior uncovcrcd design flaws allcl gaps in the softwam)s
rohustncss.  l“ailurc  modes involving ullcxpcctcd  il]tc!ractiolls a.~nong  software proccsscs, llid-
clcn dcpcndcn  tics, occasionally false assumptions, and unaIlticipatcd  timing WCISC found.
‘1’IIc cxpcricncc  mportcd  hcIc suggests that S1”hlllA’s may km useful for analyzing cmhcddcd
software in otllcr  l)igh-intc,grity  applications ill wllicl]  colnp]cx  systcm  illt{!]faccs,  ](!dunclancy
lnallagmncnt  issues, ancl critical  timing  dCIIlaIICIS  IIlakc tllC  ]Jossihility  of llicl~~Cl~  fail~l~c  IIIOdCS
a COIICCIVI.
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